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[*] '/ctf/work/python/play/a642a99a83fed4e31blbd75959e52e6al’
Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled
PIE: No PIE (©x8048000)
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struct Hero

{

DWORD dwSlave; //*(_DWORD *)gHero)

DWORD h2;  //

DWORD dwSurplus; //*((_DWORD *)gHero + 2)) IME FRH
DWORD dwRecoveryHP; // recovery_hp

char* szHeroName;

hero_kill_type* pHeroKillType; //*((_DWORD *)gHero + 20)
}s

struct hero_kill_type
{

DWORD dwAttachNum;
DWORD dwDefenseNum;
char* szAttackName;
char* szAttackDesc;
DWORD dwHidenPlusNum;

s

struct Monster

{

DWORD dwSlave; // *(_DWORD *)gMonster)

DWORD m2; // *(_DWORD *)(gMonster + 4)

DWORD dwSurplus; // *(_DWORD *)(gMonster + 8))

DWORD dwRecoveryHP;

char* szMonsterName; // (char *)(gMonster + 16)

monster_skill type* pMonsterSkillType; // *(_DWORD *)(gMonster + 80@)
s

struct monster_skill type

{
DWORD dwAttachNum;

DWORD dwDefenseNum;

char* szDefenseName;
char* szDefenseDesc;
DWORD dwHidenPlusNum;

s
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int _ cdecl _ noreturn main(int argc, const char **argv, const char **envp)
{

init();

main_logic();

void __noreturn main_logic()

{
int nChoice; // eax
int v1; // [esp+8h] [ebp-10h]
int v2; // [esp+Ch] [ebp-Ch]

vl = 9;
while ( 1)
{
while ( 1)
{
round_menu();
printf("choice>> ");
nChoice = read_int();
v2 = nChoice;
if ( nChoice != 2 )
break;
run_away();
}
if ( nChoice > 2 )
{
if ( nChoice == 3 )
{
change_skill();
}
else
{
if ( nChoice == 4 )
exit(0);
LABEL_13:
puts("invalid choice");

}

else

{
if ( nChoice !=1)
goto LABEL_13;
attack();

FIHa A AURE T A A7 A RS «

void init()
{
unsigned int v@; // eax
char szFilename; // [esp+0h] [ebp-48h]

vo = time(0);
srand(ve);



init_io();
if ( access(g_tmp_db_dir, ©) && mkdir(g_tmp_db_dir, ©x1EDu) == -1 )
{
perror("mkdir error");
}
else
{
chdir(g_tmp_db_dir);
while ( 1)
{
printf("login:");
read_buff((int)&szFilename, 64, 10);
if ( (unsigned __int8)check_name(&szFilename) )

break;
puts("bad name");
}
if ( access(&szFilename, 0) )
{

puts("welcome to the system!");
init_new_db_file(&szFilename);
}

else

{

puts("welcome back to the system");
}
init_db(&szFilename);
gMonster = (int)malloc(@x54u);
init_monster(9);
init_hero();

void *init_hero()

{

void *result; // eax

gHero->h2 = 0;

gHero->dwSurplus = 20 * (gHero->h2);
result = gHero;

gHero->h4 = gHero->h2;

return result;

int _ cdecl init_monster(int nKilledMonsterNum)

{

int result; // eax

*(_DWORD *)gMonster->dwSlave = nKilledMonsterNum;

gMonster->m2 = 0;

gMonster->dwSurplus = 30 * (nKilledMonsterNum + 1);

gMonster->m4 = nKilledMonsterNum + 1;

strcpy((char *)(gMonster->szMonsterName), (&Vonster_name)[nKilledMonsterNum]);
result = 20 * nKilledMonsterNum + Ox804B140; // g_monster_skill_type
gMonster->pMonsterSkillType = result;

return result;

void *_cdecl init_db(char *file)

{

int vl1:; // eax



void *result; // eax

vl = open(file, 2);

gfd = vi;

result = mmap(©, ©x1ee0u, 3, 1, vi, 0);
gHero = result;

return result;

}

int _ _cdecl init_new_db_file(char *file)
{
int fd; // STiC_4

fd = open(file, 66, 438);

gHero = malloc(0x54u);

memset(gHero, 0, ©x54u);

strcpy((char *)gHero->szHeroName, file);
gHero->pHeroKillType = &g _hero_kill type;
write(fd, gHero, ©x54u);

return close(fd);

}

void __ noreturn release_all()

{
munmap (gHero, 0x1000u);
close(gfd);
exit(o0);

}
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int attack()
{
int result; // eax
int dwMonsterDefenseNum; // [esp+1@h] [ebp-18h]
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int dwHeroDefenseNum; // [esp+18h] [ebp-10h]
int dwHeroAttackNum; // [esp+1Ch] [ebp-Ch]

++gHero->h2;
++gMonster->m2;
hero_recovery();
mon_recovery();
printf("%s display:%s\n", (char *)gHero->szHeroName, gHero->pHeroKillType->szAttackDesc);
printf("%s display:%s\n", gMonster->szMonsterName, *(_DWORD *)(gMonster->pMonsterSkillType->szDefenseDesc
dwMonsterAttackNum = gMonster->pMonsterSkillType->dwAttachNum;
dwMonsterDefenseNum = gMonster->pMonsterSkillType->dwDefenseNum;
if ( gMonster->pMonsterSkillType->dwHidenPlusNum && gMonster->m2 > 4 & rand() % 3 == 1 )
{

gMonster->m2 = O;

dwMonsterDefenseNum += gMonster->pMonsterSkillType->dwHidenPlusNum;

dwMonsterAttackNum += gMonster->pMonsterSkillType->dwHidenPlusNum;
}
dwHeroAttackNum = gHero->pHeroKillType->dwAttachNum;
dwHeroDefenseNum = gHero->pHeroKillType->dwDefenseNum;
if ( gMonster->pMonsterSkillType->dwHidenPlusNum )
{

printf("use hiden_methods?(1:yes/0:no):");

if ( read_int() == 1)

{

dwHeroDefenseNum += gHero->pHeroKillType->dwHidenPlusNum;
dwHeroAttackNum += gHero->pHeroKillType->dwHidenPlusNum;

}

if ( dwHeroDefenseNum < dwMonsterAttackNum )
gHero->dwSurplus -= dwMonsterAttackNum - dwHeroDefenseNum;
if ( dwMonsterDefenseNum < dwHeroAttackNum )
gMonster->dwSurplus -= dwHeroAttackNum - dwMonsterDefenseNum;
if ( gHero->dwSurplus <= 0 )
{
puts("you failed");
gHero->dwSurplus = 0;
release_all();
}
result = gMonster->dwSurplus;
if ( result <=0 )
{
puts("you win");
if ( gMonster->dwSlave == 3 )
{
puts("we will remember you forever!");
vul_func();
release_all();
}
puts("slave up");
level up();
result = init_monster(gMonster->m2);

}

return result;

int change_skill()
{
int result; // eax
signed int i; // [esp+Ch] [ebp-Ch]



puts("you can use:");
for (i =0; i<=3; ++i )
printf("%d: %s\n", i, off_804BOC8[5 * i]); // g_hero_kill type+8=0x804BOC8
printf("choice>> ");
result = read_int();
if ( result >= @ && result <= 3 )

{
result = 20 * result + 0x804B0CO; // g_hero_kill type
gHero->pHeroKillType = result;

}

return result;

void *run_away()

{
gMonster->m2 = O;
++gHero->h2;
hero_recovery();
return mon_recovery();

void *mon_recovery()

{

return recovery_hp((void *)gMonster, 70 * (gMonster->m2));

void *hero_recovery()

{
return recovery_hp(gHero, 50 * (gHero->h2));

void *__cdecl recovery hp(void *pObject, int nMaxHP)

{

void *result; // eax

pObject->dwSurplus += pObject->dwRecoveryHP;
result = pObject->dwSurplus;
if ( (signed int)result > nMaxHP )
{
result = pObject;
pObject->dwSurplus = nMaxHP;
}

return result;

void *level up()

{
if ( gHero->dwSlave <= 2 )
++gHero->dwSlave;
return init_hero();
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dwHeroAttackNum = gHero->pHeroKillType->dwAttachNum;
dwHeroDefenseNum = gHero->pHeroKillType->dwDefenseNum;
if ( gMonster->pMonsterSkillType->dwHidenPlusNum )
{
printf("use hiden_methods?(1:yes/0:no):");
if ( read_int() == 1)
{
dwHeroDefenseNum += gHero->pHeroKillType->dwHidenPlusNum;
dwHeroAttackNum += gHero->pHeroKillType->dwHidenPlusNum;
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int vul_func()

{
char s; // [esp+Bh] [ebp-48h]

printf("what's your name:");
gets(&s);
return printf("ok! %s ,welcome\n", &s);
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result = gMonster->dwSurplus;
if ( result <=0 )
{
puts("you win");
if ( gMonster->dwSlave == 3 )
{
puts("we will remember you forever!");
vul_func();
release_all();
¥
puts("slave up");
level up();
result = init_monster(gMonster->m2);
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def main_attack(pl, p2):
change_skill(p1l, 3)
attack(pl)
change_skill(p2,1)
use_hide(p1, 1)
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